€. Features of the sclution

Please confirm if the purchaser refers to the Biometric data encryption if not
please elaborate the requirement

Replies to Prebid queries ta GeM Bid ref. no. GEM/2022/8/2431929 dated 12-03-2022 for Supply, Installation, Impl ion, Configuration, Integ Commi and Mair of PKI Software Solution for total period of 3 Years,
Sl No. [Company Hame GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
In GeM a Category named 'PK} Software Solution' is un-available,
The closest match for this phrase Is in 'eSign with Embedded CA' category. This
ATC w. ”_n_=_. iu_.;.w 10 engage ”M_M__uzzws W..Bh.a“.nq for _Bb_m:_-.o..._z:n category allows nnly eSign Service Providers to partidpate. As per the technical
ubllc Key ~ ¥ - specifications we understand that the bank wants an MFA selution with crypto
/e, Od Annexure-1 transactions with tha following features: token support
1 - / m_._ _ﬁmmw._._ ted Technical & Functional pRart. Bidder to comply with the GeM bid terms as per the scope of work. .
echnolagies Limite Requirement of PK| Software  |e. PKI solution provider must ensure that certificates should not Please canfiren if the purchaser fs interested anly for eSign based sakution else
i . It shoutd i ) o
Solution wm MHH.““ ,H_M. Nﬁuﬂﬂnﬂx» ¥ :Mﬁ_m”““MBE staredin there is a separate category named "Multi Factor Authentication Software' for
ma e i crypto token based transacticn signing. We urge bank to create a bid in this
category for the other sellers to participate.
ATC 1. Bank wants to engage a solution provider for impl ing
Annexure-1 Public Key tnfrastructure [PK)) solution for Internet Banking
2 M/s. Odyssey .Fn.:.._._.bq & Functional with the E Please confirm u.z._mq than Omm. is m:.,. Szmm m:ﬂ_.macnu”._g factor expected by Bidder ta comply with GeM bid terms.
Technclogles LUimited Reguirernent of PKI Software bank to authenticate / autharize their banking transactions
Solution €. The sclutlon should act as a multi-factor authentication {MFA)
A. General scope for performing Internet Banking transactions.
ATC N The GeM bid Clause is modified as under:
Annexure-1 3. Server Side Companents ta verify . N
M/s, Odysse Technical & Functional b. That the signature is mathematically valid and is of an The industry m.n_:n_m._a moq signature storage are PKCS#?, ChS, XabES, PabES, 3, Server Side Components ta verify
yssey
3 R , CaDES, JSON. Considering the above standards please elaborate on what the
Technologies Limited Requirement of PKI Software  |acceptable format (PKCS#7/ CM5/XaDES, PaDES, JSON - clausa "Credential management system' refers to
Solution credential management system}. ) b. That the signature is mathematically valid and 1s of an acceptable
B. Components format {PKCSH7/ CMS/XaDES, PaDES, ISON}
ATC The standards mentioned here does mot correfate with security channel
A 1 specifications, The standards PKC5#7 - refers to signature packing / storage The GeM bid Clause is modified as under;
MJs. 00 4:.”,“5”.? Functional d. The solutian should be capable of supperting X.509 PXI format, QCSP - refers to internet pretocol for obtaining DSC status, LDAP - refers
4 T u_._ _ﬁ.mm< Limited :m : ca t of PKI Software certificates and should be able t0 use various security channels  |for directory service, ... d, The solution should be capable of supporting X.509 PK! certlficates
ethnologies Lim mM_nu“._..m:._m_._ e like PKCS#7, XML, OCSP, LDAP etc. . and should be able to use various security mechanisms like PKCSHT,
‘an Sa please amend the clause elaborating the security channels specifications XML, OCSP, LDAP ete., uired igahl
C. Features of the solution
expected
We recommend the bank 16 amend the clause ta use Crypto token based
ATC solution for signing banking transactions considering the following friction
Annexure-1 points:
5 Wfs. Onﬁ.um< » qmnrdwnm_ & Functional . The solution m_._o_.__m omo_..u ital mmm:_.:.w through _”_mm n_..__u,a - High cost per transaction to Bank
Technologies Limited Req of PKI Scftware | Token or through e-sign which comply with CCA India guidelines, - Customer has 1o enter either Asdhaar number [or) Signer Id & PIN along with
. Solution fthe sl 2FA {OTP) for every transaction. Combining this with the existing Login
C. Features of the solution credentials results In additional client overheads. - . )
= Considering the bank wants ta sign multiple transactions in a single reguest Bidder to comply with GeM bid terms.
ATC this is feasible only in a Nen-Aadhaar based model {Signer ID & PIN). This
Annexure-2 amal . The solction shauld have the ability 1051 1l increases the burden on customer since he has 1o undergo a tedious eKYC on-
& M/s. Duﬁ.um< . ._.mnrm_,nm_ & Functlana - The mw ﬁ_ow_u ou et m ability au_.m: Muitiple boarding process. Furthermare this process has ta be repeated for every two
Yechnologies Umited Requirement of PKI Software  |transactions like Bulk Transactions at one time. years
Solution he sl = Likewise authentication in eSign service is dane via OTP. This model is still
C. Features of the salution vulnerable to 31! the shared secret attacks,
sTe As per eSign CCA guidelines B API specifications provision for payload encryption
Annexure-1 is available only for Biometric data during Aadhaar based eSign transaction,
) . N N Dtherwise tha channei is secured using TLS / SS5L while the data Is digitally signed
7 M. Onﬁ.mm,__ L ._.mn:-._zu_ & Functional i The sclution m_._ocu.n be atle 1o - ﬂ the public key from the and sent in plain. Any aother changes to the eSign req-resp will violate the CCA Bidder ta comply with GeM bid terms.
Technalogies Limited {Requirement of PK1 Software [ transaction automatically for verification. specifications
Sclution .
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Replies to Prebid queries to GeM 8id ref. no. GEM/2022/8/2431929 dated 12-08-2022 for Supply,

tatian, Config:

jon, Integration, C issioning and Mai e of PKI Software Sclution for total peried of 3 Years.

16

M/s. Unibrain Consultancy
Service Private Limited
Software Development
company)

Generic

Assumption regarding Bank Transactions:

1.1t is assumedt that the Bank will share all the transaction details where Digital
ing functionality needs to be incorporated.

2. Itis assumed that the Bank will share customer detalls for DSC
capture/mapping.

3. It is assumed that changes required in the Banking software for

|software that Is required for PKl implementation will be shared

akc dating digital sigi e will be addressed by the Banking Software
team.
4. It is assumed that the technology/seftware architecture details of the Banking

Bidder to comply with GeM bid terms.

17

M/s. Unibrain Consultancy
Sarvice Private Limited (
Software Gevelopment
company)

Generic

Generic

PK1 functionality on Mac can be supported if certificate is stored in the Mac’s Key
Store; atherwise, itis dependent on the certiflcate storage device provider and
their driver software,

Bidder to comply with GeM bid terms.
The solution should support MAC C5 afso.

Date: 30/08/2022
Place: Bangalore

Deputy General|[Manager

@




